Ipunoxenne No2. Hudopmaunonnag MAMSITKA 105 00y4aromuxes qas PasMemenus ua
OPHIHATLHEBIX Hn'repue'r-pecypcax

C xaxaen rozom MOJIOZeXH B HHTEpHeTe CTaHOBHTECY Gombine, a mkomsHEKY OJHH H3
CaMBIX aKTHBHBIX MONB30BaTee Pyrera. Mesxny TEM, MOMHMO OrpomHOro KOJIHYecTBa

BO3MOXHOCTE}, HHTEDHET HEeCeT M mpobemsr. ITa namsTKa nomKua IOMo4b Tebe GezomacHo
HaXONUTECH B cern.

Komnvromepuuie 8Upycol

Merozs: sammrs; or BPEAIOHOCHBIX IpOrpamm:

1. I/Icnom.syii COBpEMEeHHEIe Oll€panroHAkIe CHCTEMEI, HMeromMe CePLE3HBIH ypoBens
SallIATEI OT BPEAOHOCHEIX nporpamm;

2. Tlocrosmuo YCTaHaB/IuBai nayru (undpossie 3aIlIaTKH, KOTOphle aBTOMaTHYeCKy

TBOEM NepCcoOHaIBHOM KOMI[BIOTCPC;

4, I/Icnomyﬁ AHTHBHDYCHBIE NIpOrpaMMHEIe TIDONYKTEI H3BECTHBIX Ipou3sBOAHTENEH, ¢
aBTOMATHYECKHM O0HOBIEHHEM Oas;

Orpanmss dusmueckuis AOCTYI K KOMIIBIOTEpY sU1g OOCTOPOHHUX JIHII;
Hcnonssyit Bremuue HOCHTe/ HEQOpMaiuy, Takme kak bnemxa, muck uny Gaitn u3
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5. Wnoms3yit tomexo 3AlAICHHOE COeMHEeHNE Yepes HTTPS, a ne HTTP, te. npH
Habope Be6-ampeca BBOZIH UMEHHO «https://»;

6. B mobmmbHOM TenedoHe oTKmoOun bynkmHIO loaxkmouernme g Wi-Fi

dBTOMaTH4ecku». He AonycKai aBTOMaTH4ecKoro NOAKIIOYCHHS YCTPOHCTBA Kk CeTaM
Wi-Fi 6e3 tBoero cornacus.
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Coyuansuuvie cemy

TaM 1ocTosHHO, a B Facebook YK€ 3apeructpupoBan MHIUTHApZ YeII0BeK, 9TO SBjIseTCs OZHOH
CEIBMOH BCceX kuTejneit IUIaHeTsl. MHOTHE monb3oBarenn HE NOHHMaIOT, yTo HHQOpManus,

PA3MCINEHHAs UMH B COIHATbHEIX CETAX, MOXKeT OBITH Haliena u HCIIOJIB30BaHA KeM YTofHo, B
TOM YHCIIE HE 06s13aTeBHO ¢ 6iarumy HaMEpPEHHAMH.,

OcHoBHEIe copery; 1o 6e3onacHocTH B COLHALHEIX CeTHX:

1. Orpanwus crmcox ApyseH. V 1ebs B Apysesx me AOIKHO OBITH CIyYaMHRIX H
HE3HAKOMBIX Jiofe;

2. 3amumait ceoro HaCTHYI0 ku3Hb. He ykasnsai 11apo.m, Tenedonsl, ampeca, aarty

HEM YTO-TO OIIYBJIHKOBEITB, Hammcates 1 3arpy3HTs;

Inexmponnvie denpay

ONeKTpoHHEIe ACHBIH — 3T0 0yenp YAOOHBIA criocob IIaTexeH, ogHaxo CYIeCTByIOT
MOIICHHUKH, KOTOphIE XOTST TIOJIYYHTE 3TH neHbry,



B Poccun xe onm PyEKmHORMpYIOT B o HHX YXe nponmcano B 3akowme, rae ux
Pa3ICIIOT HA HECKONBKO BHIOB — AHOHHMHBIC H HE AHOHHMHEIE, Pasauna B Tom, uro
AHOHHMHBIE - 3T0 Te, B KOTOPBIX pa3spemaercs mposoxuts Onepannm Oe3 unenTMduKary
II0Ib30BaTE Y, a B HEaHOHHMHBIX HeHTHOHKamN TIOJIB30BATENIA ABISETCH obsa3aTemsHO,

3. Beibepu CJIOXHBIH Napos. [Ipectynnmkam Oyzer me mpocro Yranare CIIOKHBIH
napoins. Hanexngie 1apo/4 — 310 naponmy, KOTOpEIe conepikar He meree § 3HAKOB U
BKIIO9AIOT B cebs CTpounkle TIPONHCHEIE OyKBBI, HHGPE 1 HECKOJIBKO CHMBO/IOB,
TaK{e KakK 3HaK Aoitapa, dynra, BOCKJIHIATeNbHEIN 3HAK U T.q1. Hanpuwmep, $tROng!:;

4. He BBOmM crOM IAHBIC NaHHEIC Ha calfTax, KOTOpEIM He [10Bepsemts.

Onexmponnasn noyma

4. Bribepn cnoxusi apoms. Jlis kaxaoro nourosoro AlIHKa NOJDKEH OBITH cBoif
HaJICHKHBIH, YCTOHYHBLLY Kk B37I0MY Iapois;

5. Ecmm ects BO3MOXHOCTH Hamucars CaMOMy CROHM HYHELf BOmpoc, uenons3yii 3Ty
BO3MOXKHOCTE;

6. Hcnonssyi HECKONBKO MOYTOBBIX smumKos. Ilepeenit g 9aCTHOH nepemmucky ¢
allpecaTaMu, KOTOPBIM Tg AOBEpsielb. D10  3nekTpoHHEL ampec He Hazo
HCIOIb30BaTh py PCTHCTpanny Ha dopymax n cakrax;

7. He OTKpeIBaH (aiiner u APYTHe BIIOKeHuH B [HCBMax naxe ecnu oxm NPUIIUIA OT
TBORX npyseit. JIyumre yrouny Y HHX, OTHIPABJIAIH T 0HM Te6e 3TH Qaitikr;

8. Tlocie oxomuanus PaboTEI Ha moYTOBONM CEPBHCE nepen 3akphiTHem BKJIAZKH ¢
CaiToM He 3a6yxp Haxars Ha «BsriiTay,




Kubepbynnunz uny 6upmyanshoe usoesamenscmeo

KubepGymmumr — npecienoBanue coobmennsmy, Conepxxammmu OCKOpOneHus,
arpeccHIo, 3amyrusanme; XYJIMIaHCTBO; conmampHoe OolikoTrpoBanue ¢ TIOMOIMIBIO pa3HYHEX
HHTEPHET-CepBUCOB,

OcHoBHEIe coBeTs! 110 Oopebe ¢ KuOepOyimmarom:
1. He 6pocaiics s Go#t. Jlyummii cnocos: TI0COBETOBATECS Kak cebs BecTH H, eciu Her
TOro, K KoMy MoxHO o0patuTses, To BHauane YCHoxkontbes. Ecnu Thr maumermy

OTBEYAaTh OcKOpGieHHAME Ha OCKOpOIeHns, To Tomsko €me Gonbime pasosxskens
KOHGIHKT;

Yupasnsii caoeit KabGeppenyTamuei;
AHOHHMHOCT B CeTH MHHMas. Cymecrsyior CIIOCOOB! BBLICHHTB, KTO CTOMT 33

w

8. Ecmn 1x CBHICTENL  kuGep6ymmmra, Teou neiicreus: BRICTYNIHTH  npoTup
TpecnenoBarens, nokasarg €My, H9TO ero aelicTeug OLIEHHBAIOTCH HEraTuBHo,

TOAnepxats  xepray, KOTOpO# Hyxna HCHXOoNMoruyeckas momomys, coo0uHTE
B3POCIEMM 0 dakte arpeccnsroro TIOBE/IEHHS B ceTH,

Mobunou menegpon

ONHaKO pacmupenue DyEKImOHana Bjeyer 3a coboii Gomsmyro CIOXHOCTE M MeRbImyIo
3alMMIIEHHOCTE,

Hanexo me nce [IPOH3BOITE TH BBITYCKalOT 00HOBJIEHHS, 3aKpeIBarOIHe KpuTHYeCKHE
YA3BHMOCTH U1 CBOBx YCTpoilicTs.

IUIaTHBIE yCiTyTy;
2. Iymai, TIpeXne YeM otnpasuty SMS, doto uu Buzeo. Tor Touno 3Haels, rue ogy
Gyayr B KOHEYHOM HTOre?

Heo6xomumo 06HOBIATE onepaunoHnyro CHCTEMY TBoero CMaprona;
4. Hcnonsayi AHTHBHDYCHEIE IPOrpaMMy; A1 MOGHIBEHEIX TenedoHoB;
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5. He 3arpyxaii NIpHIOKEHHS OT HEH3BECTHOTO HCTOYHHKA, Belb OHH MOTYT COAEpXKaTh
BPEIIOHOCHOE NpOrpaMMHOE ODecreYeHue;

6. Ilocie Toro Kax Thl BEIAJENL C CaiTa, rie BBOJWII JIHYHYXO MH(OpMaLHIo, 3aii1y B
HacTpoiku Opay3epa u ynamu cookies;

7. Tlepmommuecku npoBepsit KaKHe IUTAaTHBIE YCIyTH aKTHBUPOBAHBI Ha TBOEM HOMEpE,;

8. Masaii cBoif HOMep MOOHIBEHOrO TenedoHa TONBKO JFOAAM, KOTOPHIX THI 3Haellb H
KOMY JOBepsielb;

9. Bluetooth momxen ObITh BHIKIFOYEH, KOrJla Thl MM HE moib3yemses. He 3aOrmiBait
MHOT'1a IPOBEPSATH 3TO.

Online uzpv

CoBpemeHHBIE OHJAMH-HIPHI — 3TO KpPAacOYHBIE, 3aXBAaTHIBAIOIIHE pa3BJICUECHHS,
00BbeMHAIONINE COTHH THICSY YeNOBEK MO BceMy MHPY. UrpoK# HCCIeAyIOT DaHHBIA UM MHD,
o0maoTes APYr ¢ APYroM, BBITIOIHAIOT 3alaHUs, CPAKAKOTCS C MOHCTPAMM M MOIYYarOT OIBIT.

3a yZOBOJBCTBHE OHM IUIATAT: MOKYNAIOT AMCK, OIUIAYMBAiOT abOHEMEHT Wi MpHOOpeTaroT
KaKHe-TO OIILHH.

Bce atm cpeacTBa HMAYT Ha NOJJIEPKAHHE MW Pa3sBHTHE HIPH, 4 TAKXKe HA caMy
0e30macHOCTE: COBEpUICHCTBYIOTCS CHCTEMB! ABTOPH3ALMH, BHIMYCKAIOTCH HOBHIE DATYH
(nmdpoBbIe 3arUIaTKH JUIA IPOrpaMM), 3aKpIBAIOTCS YS3BAMOCTH CEPBEPOB.

B nomobHBIX HIrpaxX CTOHT OIlaCarbCis HE CTOJBKO CBOHMX COICPHHMKOB, CKOJBKO KpaXXu
TBOCT'O IapoJisi, HAa KOTOPOM OCHOBaHa CHCTEMa aBTOPH3alHH OonbLIMHCTBA HIp.

OcHoBHEIE COBETHI 0 6E30MaCHOCTH TBOETO HIPOBOTO AKKAYHTA:

1. Ecnu apyro# urpok BezieT ceds MI0OX0 WIH co3JaeT TeGe HeNpHUSTHOCTH, 3a610Kupyi
€ro B CIIHCKE HTPOKOB;

Iloxanylics anMHHWCTPaTOpaM HIPhl Ha [UIOXOE MOBEACHHE OJTOrO HIPOKa,

HEJIaTebHO NPHIOKATE KaKHe-TO JI0Ka3aTe/IbCTBA B BHE CKPHHOB;

He yxaspiBaii muudyro uedopmanuio B npodaiine urpsr;

Ypaxail IpyraxX y4aCTHHKOB IO HIPeE;

He ycranasnuBait HeoduuHalbHbIE NATYH H MOJIEL

Hcnons3yit c10KHBIC H pa3HbIC NAPOIH;

Haxe Bo BpeMs HIPHl HE CTOMT OTK/OYaTh aHTHBHPYC. IToka TeI Mrpaems, TBoi
KOMITBIOTEP MOTYT 3apa3uTh.
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Nownsew

Durunz wiu Kpa’cea AUYHbIX OAHHBIX

OGbruHo# Kpaxkel JeHEr W NOKYMEHTOB CETOAHS yXe HMKOTO He YAHBHIIb, HO C

Pa3sBHTHEM HMHTEPHET-TEXHOJIOTH SIOYMBIIUICHHHKH TEPEMECTHIHCE B HMHTEPHET, H
NPOAOJDKAIOT 3aHUMATECS (UTFOOMMBIMY ZIEJIOM.

Tak mossunace HOBast Yrpo3a: HHTEPHET-MOIICHHHYECTBA HIIH ll)P[[IIHHF , T'lIaBHadA Mejb
KOTOpPOro COCTOHMT B ITIOJIVYEHHH KOH@HJICH[IHHJH;HBD( JaHHBIX I0/TB30BATE/IeH — JIOTHHOB H

naponeii. Ha anrmuiickom s3sike phishing unraercs xak ¢ummnr (ot fishing — pri6uas noss,
password — mapons).

OcHoBHbIE cOBETHI 110 60pL6e ¢ PHIHHTOM:

1. Cnexn 3a cBomm akkayHToM. ECim THI MOJI03pEBaeilb, YTO TBOA aHKeTa ObLIA

B3/IOMaHa, TO HeoOXoaMmo 3abIOKMpOBaTE €¢ M COOONIMTH aZIMHHHCTPATOpaM
pecypca 06 3ToM KaK MOXHO CKOpee;




2. Hcnonmesyit  GesomacHsie BeO-caliThl, B ToM wumcre, WHTEPHET-MArasuHoOB ¥
IOUCKOBBIX CHCTEM;

3. Hcnoms3yit cnoxusie u pasHble naponu. TakuM o6pasom, ecnu Tebs B3JIOMAIOT, TO
3OYMBIIUICHHAKH NOMyYaT JOCTYII TOJIBKO K OJHOMY TBOEMY IPOQUIIIO B CETH, a He
KO BCEM;

4. Ecmn Tebs B3nomMamd, ToO HEOOXOZMMO IpeAyNpeNHTh BCeX CBOMX 3HaKOMBIX,

KOTOpEIe 100aBIIEHE! y Tebsi B APY3bAX, O TOM, UTO Te6S B3TOMAIK H, BO3MOJXKHO, OT

TBOEIr0 HMEHM OyJIeT pacChUIATHCS CaM M CCBUIKH HA ¢unmEroBsIe caifrsr;

Ycranosn HanexHEI napoms (PIN) Ha MOOHIBHEIH TenedoH;

Otxmoun coxpanenue napons Opaysepe;

. He orkpemait daitns u ApYTHE BIIOXKCHHA B IIMCbMAaX NaXKe €C/IH OHH TPHILIY OT

TBOMX Jpy3eH. JIyume yrounu y mux, OTHPABJIANH JIH OHH Tebe 3Tu daiiisl.

Novw

Lughposas penymayus

[upposas penyrauus - 310 meratnsHas win II03HTHBHAS MHQOPMALHS B CETH 0 Tebe.
Kommnpomernpyromas ungopmanus Pa3VCIICHHAS B HHTEPHETE MOXET CEPhE3HBIM 06paszoM

OTPa3sHTBCHA HA TBOEH peaJbHOH JKH3HH. «udposas penyramms» - 310 TBOI HMUIDK, KOTODPBIH
dopmupyercs u3 HHGOPMAIHH 0 Tebe B HHTEpHETE.

TBoe MecTo xuTenscrsa, yueOBl, TBOe PHHAHCOBOE MOOXKEHHE, 0COGEHHOCTH Xapaxrepa
H Pacckassbl O OJIM3KUX — BCE 3TO HAKAILUIMBACTCS B CETH.

MHorue noapocTky JierkoMeicIeR O OTHOCHTCSH K IIyONHKAUMH JTHYHOH uHQOpManuy B
HnTeprete, He nOHMMAs BO3MOKHEIX nocnencTsui. Thl Aaxe He cMOXeIb KOrazaThes o TOM,

9TO oTorpadus, pasmemennas S et Ha3aj, cTana NPHYAHOM 0TKa3a NPHHSTE Teb6s HA pabory.

KommenTapru, pasmemenwe Tomx Gororpadmit u npyrme neficreus MOryT He
HCYE3HYTh Jiake TOCne TOro, KaK Thl MX ypammms. Te He 3HACMIb, KTO COXDAHHI 3Ty
HH(OPMAIHIO, IONANA 1M OHA B MOHCKOBLIC CHCTCMBI H COXPaHHMJIACh JIH OHA, a INIABHOE: 4TO
noaymaroT 0 Tebe OKpysKaromee oM, KOTOphbIe HAaWOYT H YBHAAT 3T0. Haiitu uHOpManuUo
MHOTO JIET CHYCTS CMOMKeT oo — Kak u3 RoOpBIX MOGYXAEHHH, Tak H ¢ HamepeHueM
TIPHIHHEATE BPE/l. ITO MOKET GBITh KTO YTOIHO.

OcHoBHEIE COBeTHI 110 3ammTe uadpoBoit penyTanmu:

1. Tlomymaii, npeskae wem uto-TO MyOJIMKOBaTh W nepenasarh y cebs B Guore wmm B
CONHATLHOH CeTH;

2. B nacrpoiikax npodus YCTaHOBH OTpaHHYCHHA Ha IIPOCMOTP TBOETO npoduns u ero
CONEPIKUMOTO, CIENAH Ero TOJIBKO I Apy3eiin;

3. He pasmemaii u ne YKasbIBai uH(pOpMaLmIO, KOTOpas MOXET Koro-iubo ockop6sTs
HITH OOMIKaTh.

Asmopckoe npaso

CoBpemeHHBIE  1HKOTBHHKH— AKTHBHBIC TOJIB30BATENH LHUPPOBOro NIPOCTPAHCTBA.
Onnako nanexo e Bce SHAIOT, HTO [10/1b30BaHHE MHOTHMH BO3MOKHOCTSIMH 1E(poBoro Mupa
Tpebyer cobmonenus [IpaB Ha HHTEIUICKTYaIbHYIO COOCTBEHHOCTE.,

Tepmun CHHTCIUIEKTYalbHas COOCTBEHHOCTBY OTHOCHTCA K pas3/IMIHEIM TBOPEHHSAM
HCJIOBEYECKOr0 yMa, HAYHHAA ¢ HOBEIX H300peTeHuH u 3HaKoB, 0003Ha9aI0MKUX COGCTBEHHOCTE

Ha TIPOAYKTBl M YCIYIH , W 3akaHguBas KHUramMH, doTorpadusamu, KHHODHIBMaMH §
MY3BIKIBHBIMM TTPOH3BEICHUSMH.



ABTOpCKHe IpaBa — 310 [IpaBa Ha MHTEIUIEKTYATbHYIO COOCTBEHHOCTD Ha IIPOU3BEICHHA
HAYKH, IATEPAaTYPhl H HCKYCCTBA. ABTOPCKHE IIpaBa BBICTYTIAIOT B Ka4E€CTBE TapaHTHH TOTO, YTO
HHTEJUICKTYQIbHBIH/ TBOPYECKH TPyA aBTOpa He OyHET HANpAcHBIM, AacT €My CIpaBe/IHBLIC
BO3MOXHOCTH 3apaboTaTh Ha pe3yabTaTax CBOEro TpyZia, NOMYYHT M3BECTHOCTS H IIPH3HAHHE.
Huxkro 6e3 paspemrenus 4BTOpa HE MOXKET BOCIPOH3BOAUTE €ro IPOU3BE/ICHHE, PACIPOCTPAHSITS,
nyonnas0 ACMOHCTPHPOBaTh, NPOJaBaTh, MMIOPTHPOBATH, IyCKaTh B MNpOKaT, IIyOIMYHO
HCMOMTHATS, [I0KA3BIBATH/UCTIONHATS B 3dupe WK pasmemars B HUnTeprere.

Hcnone3oBanne «mupatckoroy IPOrpaMMHOTO 00€CTIEYeHHs MOKET IPHBECTH K MHOTHM
PHCKaM: OT HOTEPH JaHHBIX K TBOHM aKKayHTa™m 10 OMOKUPOBKH TBOEro YCTpo#cTBa, rae
YCT2aHOBICHHBIH He JerambHas nporpamva. He crout Tamke 3a0kIBaTh, 4TO CYLIECTBYET
JierajibHbIe U BecriaTHEIE MpOrpaMMEL, KOTOpBIE MOXKHO HAaHTH B CETH.

O nopmane

CereBuyok.pd — TBOM ruaBEBIN coBeTunK B CETH. 37eCh THl MOXEIb Y3HAaTh 0
Ge3omacHOCTH B ceTH MOHSTHEIM u AOCTYITHBIM S3BIKOM, @ PH BO3HMKHOBEHHH KDHTHYECKOMH
CHTyallnH 00paTHThCH 3a COBETOM. A Taxke IIPHHATE y9aCTHE B KOHKYPCAaX H CTaTh CAMBIM
IH(POBEIM IPakIaHHHOM !
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